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ESG Lab Reports

The goal of ESG Lab reports is to educate IT professionals about emerging technologies and products

in the storage, data management and information security industries. ESG Lab reports are not meant

to replace the evaluation process that should be conducted before making purchasing decisions, but
rather to provide insight into these emerging technologies. Our objective is to go over some of the more
valuable feature/functions of products, show how they can be used to solve real customer problems
and identify any areas needi ng -panyperspecte/enehated on oug S (
own hands-on testing as well as on interviews with customers who use these products in production
environments. This ESG Lab report was sponsored by Quantum.
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Introduction

Qu a nt worthobo of disk-based backup appliances has been improving performance and reliability for
customers since 2002. In 2007, ESG Lab tested Qu a n t WDKi &aries of disk-based backup and replication
appliances designed for mid-sized environments and remote offices. This report examines in detail Quant umoé s
new enterprise-focused DXi7500 platform, featuring fpolicy-based deduplicationo which allows users to choose
between deduplication methods. ESG lab also explorest he DXi 75 0 0 6 ®dge-to-dore datarprotactioh u | |
solution, focusing on bandwidth-optimized remote replication, physical tape integration as well as performance

and scalability optimized for data requirements.

Background

A growing number of organizations are turning to disk-based backup and recovery methods to improve the speed
and reliability of backup and restore operations for ever-expanding volumes of data to be protected. Disk-based
systems are inherently faster and more reliable than tape, but they can be significantly more expensive. Data
deduplication can effectively bring down the expense of disk-based storage and make it more practical. Block-
based data deduplication reduces capacity requirements by examining data at a sub-file level and ensuring that
only unique data is written to disk. In other words, when data that has already been seen before is ingested, the
appliance stores a pointer to the original data rather than storing a new copy of the data. Data deduplication
eliminates the need to store multiple copies of the same data over time, dramatically reducing backup to disk
capacity requirements.

ESG research indicates that no single concern dominates when users are considering data deduplication
technology. As shown in Figure 1, compatibility with existing solutions, ease of integration and management,
performance, and scalability all have significant mindshare with users in the enterprise. In order to succeed at
the enterprise level, data deduplication appliances must provide cost-effective scalability, performance and
flexibility.

FIGURE 1. DATA DEDUPLICATION EVALUATION CRITERIA

Which of the following considerations would you say were mostimportantin your
organization's evaluationand selection of data de-duplication technology? (Percent
of respondents, N=58, multiple responses accepted)

Cost of solution 43%

Integration with existing
backup processes

40%

Ease ofimplementation/use 34%

Impacton backup/recovery

performance 31%

|

Scalability of solution 31%

0% 10% 20% 30% 40% 50%
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While deduplication can reduce the cost of the raw storage required to store backups on disk by enabling
organizations to retain backup data for longer periods of time, integration withintheor gani zati onds eco
cruciald robust management, tape integration, flexible performance and deduplication options are all important
considerations for enterprises. The DXi7500 is being positioned by Quantum as an enterprise-class answer to

these concerns.

Quantum Disk-based Backup

ESG Labhas had the wunique opportunity to foll dagedtbdtlup cont i
target systems since first testing the DX100 in 2004. In December 2006, Quantum introduced its DXi3500 and

DXi5500 midrange disk backup appliances with deduplication and replication; ESG Lab tested these just over a

year ago. | n | a s treporte BSGO6Lab examined overall performance, deduplication rates, and the
effectiveness of WAN-based remote replication, which leverages deduplication to reduce bandwidth
requirements. ESG Lab found that the Quantum approach to this technology, which combines variable-length
deduplication and built-in hardware compression, delivers dramatic savings in disk capacity when storing backup

data on disk and provides similar reductions in network bandwidth requirements when replicating deduplicated

data over a WAN connection.

FIGURE 2. EFFECT OF DATA DEDUPLICATION OVER TIME

100% -

0% o

80% o

0% o

60% o

50% Redundant

° Data
Eliminated:

40% 96%

30% 1

20% o

10% 1

% - TTrrr-r-r-r—Tr—TrTrrrrrerr—rr

123 456 7 8 9101112131415 1617 18 19 20 21 22 23 24 25 26 27 28 29 30
Number of Backups

Figure 2 illustrates the effects of data deduplication over time as observed by ESG Lab during testing in 2007.
Multiple full backups were run and the projected data reduction over thirty days was calculated. The capacity
savings achieved by the DXi5500 is represented by the percentage of the total volume of protected data sent to
the system by the backup application actually stored to disk. In this example, the amount of data stored on disk
after 30 simulated days was 115 GBd about 4% of the total 2,699 GB of data backed up after thirty days. This
represents a 96% reduction in data storage requirements. Also confirmedi n E S G 200advdusition of the
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DXi Series appliances were the productséseamless integration with existing backup environments. Not only was
the solution easy to implement, but its easy to use management console made the configuration process very
straightforward. The flexibility of the DXi Series was also noteworthy, with support for many different backup
applications, presentations (NAS and VTL, iSCSI and Fibre Channel), and a wide variety of tape devices.

Since organizations implement disk in the backup process to accelerate backups and restores, performance was
also tested. Quant um di dn &t mpdessyeabpgiup thmoughput pna seariinstgnt réecovery of files.
Organizations looking to reduce their reliance on physical tape are also interested in strategies for disaster
recovery once a backup-to-disk approach is deployed. The DXi Series was put through a series of tests for VTL-
to-VTL replication over a WAN connection. Leveraging the deduplication system brought significant optimization
to WAN bandwidth, making it possible to transport large amounts of data over distance quickly and efficiently.

ESG Labd salidation of the DXi Series in 2007 confirmed Qu a n t ulaimssof senplicity, flexibility, efficiency,
and high performance. The highlighted features made a strong argument for backup-to-disk and demonstrated
how Qu a n t weddpkcation and replication solutions can provide higher levels of service with maximum cost
efficiency.

The Quantum DXi7500

The DXi7500 is a disk backup solution for distributed and enterprise environments designed for larger midrange
sites and corporate data centers. It uses the same variable-length block deduplication approach and the same
replication technology as Quantum's other deduplication appliances. Raw capacity scales from 12 TB (9 TB
usable) to 240 TB (180 TB usable, with usable capacity expanding soon to 220TB), allowing users to grow their
system in manageable increments while preserving data, and it offers ingest performance of up to 4 TB/hour.
Quantum has also incorporated policy-based deduplicationi n t he DXi 7500, a uniqu
enterprise deduplication technology that allows users to choose different modes of deduplication for different
data sets.

Background

There are two basic approaches to carrying out deduplication: de-duplicating data during the ingest process and
waiting until after the backup. Users care about which approach is used because all deduplication includes some
level of overhead. If deduplication occurs during ingest, that overhead occurs during the backup window and may
have an impact on performance of the backup. If deduplication is delayed until after the backup is finished, the
overhead is incurred outside the backup window and performance of the backup is unaffected. Until the

e

f eaf

introduction of the DXi7500, all vendors offered either one approach or the otherd Quant umé s iskthfirst 50 0

product to provide users with a choice, letting them decide when to perform deduplication for different data sets
or backup jobs as well as giving them the ability to turn it off altogether. A brief summary of each mode and the
associated use cases follows.

Deduplication during ingest: Quantum calls this policy Adaptive mode. In this mode, data is deduplicated

while the backup process is going on. I n Quant umods

during the backup process is written first to a disk buffer in small segments and then is deduplicated immediately.
While the backup is still going on, unique blocks are being identified and added dynamically to the pool of unique
blocks. When replication is enabled for a share or partition using adaptive mode, unique blocks are also being
sent to the replication target at the same time. Buffering the data stream provides an important distinction from
conventional in-line deduplication approaches. The buffer is designed to enable the system to adapt to input
bursts, maximizing ingest speeds to minimize the backup window. Deduplication during backup does not require
that any space be reserved to hold unprocessed backup sets.

The Adaptive mode is best suited to the widest array of situationsd when minimal use of disk space is the most
important consideration, when backup jobs come in bursts, and whenever replication needs to occur as quickly
as possible. Applications like e-mail, backup of virtual servers, and edge-to-core replication of backed up data
from remote offices to centralized sites are all natural applications. Performance can be very highd The DXi7500
can operate at up to 1.8 TB/hour (500 MB/sec) in this mode, validated by ESG Lab later in this report.

-3-
Copyright O 2008, The Enterprise Strategy Group, Inc. All Rights Reserved.

ap|



Quantum DXi7500

Deduplication as a post process: Quantum calls this policy Deferred mode. Deduplication is turned off during
all or part of the backup ingest period and large data sets are written first in native mode to disk. Deduplication is
then carried out as a post process operation. Because deduplication is suspended during initial write operations,
all the processing power of the system is directed toward raw ingest, providing higher performance and shorter
backup windows. The Quantum approach to post processing provides a level of flexibility that many post

processing systems do not offerdot he abi |l ity to schedul e t healowpuserato i

decide when to start the process, letting them defer deduplication until a backup job is finished or choosing to
start deduplication at a specific time even if the backup is not completed.

The deferred, or post-processing mode, is designed for situations that need the shortest backup window for
deduplicated data and are able to reserve a disk landing area. Typical applications include online transaction
processing (OLTP) systems, active databases, and other business critical applications that must have server
operations back to full operating power as rapidly as possible.

Native mode operation: Deduplication is disabled. Although not strictly a deduplication mode, Qua nt u
DXi7500 allows the use of some or all of the system in a conventional VTL or NAS mode. Data is stored either in
native form or using standard compression algorithms without applying deduplication.

Native mode operations make the most sense for data that either does not benefit from deduplication or that will
not be retained. Pre-compressed image files or encrypted data sets fit into the first categoryd pre-processing
data normally makes it difficult to find repeated patterns and severely reduces deduplication effectiveness.
Database recovery log backups fit into the secondd these files are important to protect, but once the database
rolls to the next point in time, they are no longer needed.

The DXi Series products all use the same deduplication technology and can be linked together using replication
to help users create an enterprise wide edge-to-core backup architecture as depicted in Figure 3. Like other
Quantum disk and tape automation systems, the DXi7500 is supported by Quantum Vision, a consolidated
administration tool for managing multiple Quantum products, monitoring remote replication, and providing trend
analysis reports for all monitored systems and processes. In addition, the DXi7500 supports the automatic
creation of physical tapes through an integrated process that bypasses the application server.

FIGURE 3. QUANTUM DXI EDGE-TO-CORE DATA PROTECTION
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This report explores the features and capabilities of the DXi7500 disk-based backup and replication system. ESG
Lab t ested t policy-aded data @deddpkcation technology, integrated tape creation capability, WAN
replication, and user interface. Quantum Vision, the management system provided for disk, tape, and replication
operations, was also examined.

ESG Lab Validation

ESG Lab performed hands-on evaluation and testing of the DXi7500 disk backup and replication solution at a
Quantum facility in Englewood, Colorado. DXi Series products integrate with existing backup software and
policies as either a Virtual Tape Library or as a NAS disk device. When operating in virtual tape library mode, a
DXi disk backup system emulates one or more tape libraries with both drives and cartridges that backup software
utilizes exactly as it would physical libraries. When operating as a NAS device, the DXi systems present
themselves as a CIFS share or NFS mount point. In this Lab Validation, ESGf ocused on t he
capabilities.

Policy-based deduplication operation

To evaluate policy-based deduplication, ESG Lab backed up the same data set to a DXi7500 in each of the
different modes to examine the relative differences in performance and operation using the three policies. Due to
limitations in the quantity and power of the media servers available for test, these tests were not designed to test
the absolute performance limits of the DXi7500.

FIGURE 4. THE ESG LAB TEST BED

Tape Library

Linux
SVTPERF19

Windows 2003
SMW2K31

®

Windows 2003
SMW2K32

NetBackup 6.5
Backup Clients/Media Servers Dxi 7500 Quantum
Scalari500

Figure 4 shows the test bed used in the hands-on testing described throughout this report. Testing began with a
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pre-configured DXi75000 VTLs were pre-defined and virtual tapes had been created. ESG Lab used three
servers: two running Microsoft Windows 2003 and one running RedHat Enterprise Linux configured as
NetBackup media servers and backup clients. A Quantum Scalar i500 with two LTO3 drives was directly
attached to the DXi7500 via Fibre Channel.!

ESG Lab Testing

ESG Lab logged into the DXi7500 console and verified that VTLs were pre-configured in the system; half with
deduplication enabled and the other half disabled. Each backup target, whether VTL or NAS, is called a partition
in DXi terminology and deduplication is enabled on a partition by partition basis. Figure 5 shows the DXi7500
web console with the Partition Configuration summary highlighted. Status and configuration detail for each
partition is displayed on this screen, including the number of virtual drives, slots, and tapes as well as whether
deduplication is enabled for each partition.

FIGURE 5. POLICY-BASED DEDUPLICATION

Quantum. Admin  Acton  Ticket DX: 7500
Wadnesday, June 25, 2008 3.20 48 PM AmericaDenver (MOT) Administrator Login Logout 2 Help
| Home P‘I’T1 NAS] Network | Date & Time | Secmly] Emaul| SNMP | Gmtads!

Configuration Partvons  ETRESHES; IMSIRACHonS, IRRTOoONCHOnS, THORIREERNE

I Status
Summory O I I e e e A T A A S R AL e S AR A
I Alerts

Partition Summary

I Data Services ® Maimum Partitons: 84

= © Pamitions Defined 6
I Utilities © Total Virtual Tape Drives: 80
® Virtual Tape Drives Assigned: 39

Status:
Attontion i |

Hostname:  ta75tv1
1P address: 1721632174
Capacity: 178178
Froe: 175578
Used:

30020 GB/169%

—_—

Jorves [Meda |Siots_{De-Dupkcation_[Backup Window |
6 50/ 50 Enabled Disabled

7 4
d
d
d

Dizadled

Data reduced by: 67 36%
o

Partition Summary

® aximum Partitions: 64

® Partitions Defined: 6

® Total Virtual Tape Drives: 80

® Virtual Tape Drives Assigned: 39

Media |Slots |De-Duplication

Backup Window

L] smw2k31 Online ' Quantum DXi7500 Quantum DLT7000 6 50 50 Enabled Disabled
Ul smw. _nd Online  Quantum DXi7500 Quantum D 000 4 1) 50 Disabled
i smw2k32 Online _Quantum DXi7500_ Quantum DLT7000 [ 50 50 _Enabled Disabled
I‘ smw2k32_nd Online Quantum DXi7500 Quantum DLT7000 7 50 50 Disabled] Disabled
B svipert19 Online  Quantum DXi7500 Quantum DLT7000 6 50 50 Enabled Disabled
[ sviperf19_nd Online Quantum DXi7500 Quantum DLT7000 7 50 50 Disabled Disabled

When creating a VTL for deduplication, the system defaults to Adaptive mode. To set a partition to Deferred
mode, the administrator needs to seta 6 b a ¢ k u p ,6whichmisl thewwimes between which deduplication will not
occur. Figure 6 shows the setting for one partition under test. A customer would typically set this window to
match the backup window for the systems being backed up to this partition, allowing backups to occur without
any impact from deduplication. As seen in Figure 6, ESG Lab set the window for 6AM to 7PM to ensure that
deduplication for this partition would not occur during testing, but overnight, while the system was idle.

t Configuration details can be found in the Appendix.
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FIGURE 6. CONFIGURING DEFERRED DEDUPLICATION

Wednesday, June 25, 2008 3:-27:56 PM America/Denver (MOT Administrator Login Logout 2 Help

| Home PTT| NAS | Network | Date & Time | Security | Email | SNMP | Contacts |

Configuration Parutons  [CresteMedia)) | MediaActions] [ParitionActions] [HOSTACEBEN . . ... eneas

I Status
OO OO ot I e e
I Alerts
= Edit Partition
I Data Services ® Partitions must be Offline to be edited.
= ® Maimum Allowed Partitions: 64
I Utilities ® Parttions Defined: 6

© Marimum Storage Slots per Partition: 9000
® Maximum Allowed Virtual Tape Drives: 80
o, ® Virtual Tape Drives Assigned: 39
. ® Avallable Virtual Tape Drives: 41
Attention _indo |

Hostname:  ta751v1
IPaddress:  172.16.32.174 Partition Settings
Capacity: 178178 Partition smw2k31 is Offline.
Free: 174978 Name. smw2k31 v
Usect Library Modet Quantum DXi7500 v
31258 GB/1.76%
] Number of Storage Slots: 50 ? ' Occupied Storage Siots: 50
Virtual Tape Drive Model. Quantum DLT7000
°°l:|f°°“°°° by: 85.85% Number of Virtual Tape Orives: |6 Occupled Virtual Tape Drives: 0
Policy Based De-Duplication Settings
Enable De-Duplication - Cannot enable/disable De-Dupiication once parthion is created.

Policy Based De-Duplication Settings

Enable De-Duplication - Cannot enable/disable De-Duplication once partition is created.
Enable Backup Window - De-Duplication is Disabled daily during this time window.
Backup Window Start Time: 06 [v| : | 00[v| AM |v|
Backup Window End Time: | 07 v : 00 [v| [PM]

ESG Lab performed backups of twelve consecutive days worth of real world MS Exchange data provided by
Quantum IT to test the ability of policy-based deduplication to back up multiple data sets using adaptive,
deferred, and native policies. Backups were configured and run from within NetBackup using exactly the same
methods as with physical tape libraries.

Why This Matters

ESG research? indicates that cost and impact to backup and restore performance are two of the leading
obstacles to disk-based data deduplicated backup deployments. Policy-based data deduplication
addresses both of these issues by reducing the amount of data retained on disk while providing optimal
performance for different data types as well as backup and retention policies.

ESG Lab has validated that Quantum policy-based data deduplication can be used to reduce disk capacity
by up to 98% depending on the type of data, the change rate between backups, the backup policies in
place, and the retention period applied. ESG Lab tested all t-dased dedugli€ation k] e
modes and found that by applying policies appropriate to data type and corporate policy, customers can
effectively provide high performance backup services, plus fast and reliable restores using greatly reduced
disk capacity. This lowers the cost per GB for backup data and enables companies to retain data
exponentially longer for recovery purposes while minimizing the impact of deduplication on backup
windows and recovery SLAs.

2 Source: ESG Research Report, Data Protection Trends, 2008
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Policy-based deduplication performance

A tape drive can only perform one backup at a time. To get more than one backup job running at the same time,
more tape drives need to be added and run in parallel. A disk-based backup and recovery solution with many
random access disk drives emulating many virtual tape drives (up to 64 for the DXi Series) can run many backup
jobs simultaneously. Much like the difference between a DVD and a VHS tape, the random access of disk also
provides improved performance when locating files to be restored.

ESG Lab Testing

ESG Lab performed a series of backups using both adaptive and deferred deduplication, as well as native VTL
mode (no deduplication), to examine the relative performance of a DXi7500 in each mode. Nightly full backups
were simulated with data sets collected from a production Microsoft Exchange environment. Veritas NetBackup
was used to perform backups. ESG Lab began with one server backing up one stream and gradually ramped up
the number of concurrent servers and streams to three servers and eighteen streams.

FIGURE 7. DXI7500 PERFORMANCE COMPARISON ACROSS DEDUPLICATION MODES

Multi Stream IngestPerformance

] 1 2 3 4 5 g 7 g 9 10

Number of Streams
—+—Native VTL Deferred Adaptive

Figure 7 shows the first set of backups performed, starting with one server running one stream and scaling up to
three servers running three streams each. As expected, Native VTL mode, where no deduplication is taking
place, shows the highest relative performance, while Adaptive deduplication shows the greatest impact to backup
performance.
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ESG Lab also audited Qu a n t uinrhduse testing to validate the maximum performance claimed by Quantum
for the DXi7500. Quantum used a 72 TB (usable capacity) system, which is less than half of the maximum
capacity of a DXi7500i, to conduct these tests. The testing environment and data sets were similar to those used
by ESG Lab. The DX7500i was configured as a Fibre Channel VTL in each of the three policy-based
deduplication modes (Adaptive de-dupe, Deferred de-dupe and Native mode with compression). A total of four
powerful host servers running 16 streams were used for testing (four streams per host) and each data set was
used as a stream to a virtual device on the DXi7500.°

Microsoft Exchange data was used as the source for backups and Microsoft Exchange Server Load Simulator
(LoadSim) was employed as a benchmarking and deployment verification tool to simulate the delivery of multiple
messaging requests from MAPI clients to a server running Exchange. The backup software and performance
results were reported through Symantec NetBackup 6.5 and internal logging tools. Test results obtained by
ESG Lab and Quantum are shown in Table 1.

TABLE 1. DXI 7500 PERFORMANCE RESULTS T ESG LAB TESTED AND AUDITED
ESG lab Tested - 18 TB Usable

Deduplication Policy Multi-stream Ingest Performance
MB/sec TB/Hour
Adaptive deduplication mode 263 9
Adaptive deduplication mode i 2™ full 297 1.1
Deferred deduplication mode 467 1.7
Native VTL Mode with compression 555 1.9
ESG lab Audited - 72TB Usable
Deduplication Policy Multi-stream Ingest Performance
MB/sec TB/Hour
Adaptive deduplication mode 500 1.8
Deferred deduplication mode 889 3.2
Native VTL Mode with compression 1111 4.0

What the Numbers Mean

1 Performance scaled smoothly in all modes as the number of servers and streams were increased.

1 Native VTL mode offered the highest performance, followed by Deferred, then Adaptive mode.

1 The difference in performance between each of the methods was negligible at low traffic levels. ESG Lab
believes that this indicates that most organizations can take advantage of the capacity savings of Quantum
DXi7500 deduplication without a performance penalty.

1 The DXi7500 configuration tested by ESG Lab was able to back up between one and two terabytes of data
per hour depending on the deduplication policy.

1 ESG Lab noted an 11% increase in performance between the first and second Adaptive mode deduplicated
full backups. Subsequent deduplications of full backups have less new data to process, but still must
compare the full backup stream to previously deduplicated data.

1 The DXi7500 was able to demonstrate enterprise-class backup performance in an active Microsoft Exchange
environment typical of many large enterprises.

T The | arger number of more powerf ul s eto drieernmore thandwdce |
the IO fromtheDXi7 500 t han E®&®Ss hands

3 Configuration details can be found in the Appendix.
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FIGURE 8. ESG LAB TESTED AND AUDITED PERFORMANCE RESULTS COMPARED

As can be seen in Figure 8, the DXi 7500 tested by Quantum under extreme load showed similar performance
differences between deduplication modes as the DXi7500 tested by ESG Lab.

Why This Matters

ESG research’ has found that the number one challenge enterprises report with their data protection
processes and technologies is the need to reduce backup times. Backup administrators have been
struggling for years to get nightly backups completed before business resumes in the morning. Quicker
recoveries are also cited as needed to increase user productivity and meet service level agreements.

ESG Lab validated through direct test and audit that Quant umdés DXi 7500 can ea
aggregate backup throughput ratings as advertised. In other words, a single Quantum DXi7500 disk
backup system can be used to protect up to 32 TB of data in an eight hour shift (depending on
deduplication method) and restore individual files in a matter of seconds. The ability to choose between
multiple deduplication modes in the DXi Series means that users can meet the protection requirements of a
large number of different data types with one system, enabling optimal performance for each data set in an
enterprise while lowering acquisition costs and operational complexity.

4 Source: ESG Research Report, Data Protection Trends, 2008
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